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/,) Welcome to Cardinal Training
/

This training provides participants with the skills and information necessary to use Cardinal and is not intended to
replace existing Commonwealth and/or agency policies.

This course, and the supplemental resources listed below, are located on the Cardinal website
(www.cardinalproject.virginia.gov) under Training.

Cardinal Reports Catalogs are located on the Cardinal website under Resources:
A Instructor led and web based training course materials

A Job aids on topics across all functional areas

A Variety of simulations

A Glossary of frequently used terms

The Cardinal screenshots included in this training course show system pages and processes that some users
may not have access to due to security roles and/or how specific responsibilities relate to the overall transaction
or process being discussed.

For a list of available roles and descriptions, see the Statewide Cardinal Security Handbook on the Cardinal
website in the Security section under Resources.



#/ Course Objectives
/

After completing this course, you will be able to:
Sign in and out of Cardinal
Understand the use of roles to determine which pages and page items can be accessed
Avoid being timed out in Cardinal

Navigate to Help materials

Set Favorite pages

Navigate to pages and within pages



#/ Course Objectives (continued)
/

Use the Pagelet menu
Perform searches

Understand the differences between required and optional fields

Understand effective dating in Cardinal



Agend
/}) genda

Cardinal Overview and Security

Cardinal Home Page and Navigation

Common Buttons and Search Feature

Page Navigation




}) Lesson 1: Introduction
Y4

” Cardinal Overview and Security

This lesson covers the following topics:

A Cardinal Overview
A Accessing Cardinal

A Cardinal Security



y Cardinal Overview
y 4

There are six Cardinal functional areas: Cardinal Functional Areas
Accounts Payable
Accounts Receivable
General Ledger
Procurement

Project Accounting
Time & Attendance

Accounts
Payable

o Joo T To o I

Time &
Attendance

Accounts
Receivable
Most Commonwealth agencies use Accounts Payable,
Accounts Receivable-Funds Receipt, and General
Ledger.

The Virginia Department of Transportation (VDOT)
uses all six functional areas.

Project
Accounting

General

The first five functional areas are part of the Financials
application (FIN). The Time & Attendance functional
area is in Cardinal s Human Capital
application (HCM).



/,) Accessing the Cardinal Portal
/

The Cardinal Port al connects system users to the Com
Virginia I nformation Te c hbased ldegtiyy antl dccessMadbagemenvibol, Bkta, ta | o u
authenticate agency users. Okta provides users the ability to use Cardinal anywhere an internet connection

exists.

How you access the Cardinal Portal is based on whether you are on the Commonwealth of Virginia (COV)
network (COV user) or not (Non-COV user).

COV users, and their associated agencies, are on the VITA managed Active Directory domain. Other
references-nienwlouwndke: mMilsupported by VI TAO, Awi thin VIT
unsure of your agency network, click here for a complete list of COV and Non-CQOV agencies.


http://www.cardinalproject.virginia.gov/Documents/Cardinal%20Agency%20Okta%20Classification.pdf

/,) Accessing the Cardinal Portal and Cardinal Applications
/

To obtain access to Cardinal Portal and Applications:

Wor k with your supervisor and your agencyos Cardin
perform in Cardinal.

Once your responsibilities are defined, your Cardinal Security Officer can identify the roles you need and

the training required in order to obtain those roles.

Complete the courses identified by your Cardinal Security Officer.

Notify your supervisor and your Cardinal Security Officer when your course work is complete.

Your Cardinal Security Officer will complete a Cardinal Security Form.

The Cardinal security team will notify you via email when your access is set up along with instructions on

how to access the Cardinal Portal and applications.

To Io Io o o D»

CQV Users - For more detailed information about accessing the Cardinal Portal, see the job aid entitled SW
SEC: Accessing the Cardinal Portal T COV Users located on the Cardinal website, in Portal Support
under Applications.

Non-COV Users - For more detailed information about accessing the Cardinal Portal, see the job aid entitled
SW SEC: Accessing the Cardinal Portal i Non-COV Users located on the Cardinal website, in Portal
Support under Applications.




/’) Accessing the Cardinal Portal T Sign In Page

3
To access the Cardinal Portal, enter the é
following URL in your browser to access the

Cardinal Portal:

/fj Cardinal

Notice and Warning

This system is the property of the Commenwealth of Virginia. By
accessing and using this computer system. you are consenting to
system monitoring for law enforcement and other purposes. All
activity on this system is monitored. Evidence of unautherized
access, unauthorized use, misuse, or abuse of this system or the
informaticn contained in this system shall be promptly reported to

my.cardinal.virginia.gov

Note: Cardinal recommends utilizing the
current version of either the Chrome or
Internet Explorer

appropriate  agency management, security persennel, and

federal, state, and local law enforcement officials for investigation

and criminal prosecution. You will also be subject to all criminal
and civil penalties allowed by the law.

Cardinal Username: Your email address.

Password: A word or other string of
characters created and periodically updated by
the user that must be supplied when logging
into the Cardinal Portal.

‘ kathy.cardinal@virginia.gov

CQV Users - This is the same as your network
password.

Non-COV Users i This is the password you
created during the registration process.

Forgot Username Forgot Password

User Regjstration Sign-on Help



my.cardinal.virginia.gov

}) The Cardinal Portal
/

The Cardinal Portal contains four sections:

1
2.
3.
4

Header

Cardinal Applications
Cardinal Messages
Support

/}) Cal'di I'Ial Welcome!

Cardinal Applications 2
F )

inance (FIN

Human Capital Management (HCM)

Your User ID is : V_KATHY.CARDINAL
0 Home Sign out

Cardinal Messages 3

Begin Date|Message

Tuesday, June 25th, 3:00 PM is the cutoff for agencies to submit Stop Payment requests to the Department of

O6/19/2019 e asury in order to process in FY 2019 in Cardinal.

Support 4
Cardinal Website

WVITA Customer Care Center
Manage Your Account

CAPP Manual

10



#/ The Cardinal Portal - Header
/

//’) Ca rdi nal Welcome!

Your User 1D is :V=KATHY.CARDINAL

Home

Sign out

The Header section of the page contains:

A User ID: This is your User ID inside the Cardinal applications. This is not your login to the Cardinal Portal

which is your Cardinal Username.

A Home link: click this link to return to the Cardinal Portal.

A Sign out link: click this link to sign out of the Cardinal Portal. Do not close the browser window to exit.

11




;) The Cardinal Portal Layout i Cardinal Applications
/

Cardinal Applications

Finance (FIN)
Human Capital Management {HGM]‘_l VDOT users only I

The Cardinal Applications section of the page contains:
A Finance (FIN) link: click this link to open Cardinal Financials application.

A Human Capital Management (HCM) link (VDOT only): click this link to open Cardinal HCM application.

12



}) The Cardinal Portal Layout i Cardinal Applications
~~  (continued)

Home | ‘Worklist | AddtoFavarites | Sign out
-
}’j Cardl nal | All ~ | Search | Advanced Search
Favorites | Main Menu +
Personalize Content | Layout ? Help
Menu o R -5 4 myCardinal Messages o G
» My Favorites -
» My Favories Begin Date|Message
» myCardinal Financials
» Employee Self-Senvice o5igizntg | TuEsday, June 25th. 3:00 PM is the cutoff for agencies to submit Stop Payment requests to the Department of
» Manager Self-Service - Treasury in order to process in FY 2019 in Cardinal.
» Supplier Contracts
» Customers myCardinal Financials (v IR 24
p Custorner Contracts ﬁ Financials Report Execution ﬁ Financials Report Retrieval ﬁ Financials Links
b Items
» Suppliers 1 AP Reports =l FIN Report Managsr I=] Cardinal HC),
b Procurement Contracts £1 AR Reports = FIN Process Manitor
Purchasi [ GL Reports
b Furehasing 3 P Reports
» eProcuremeant 3 PR Reports
b Senvices Procurement = Financizls Query-based Reports
» Sourcing
» Project Costing
» Travel and Expenses
» Billing
» Accounts Receivable
» Accounts Payable
» Banking
» Cormmitrment Control

Once you access a Cardinal application, for this example Finance (FIN), the home page displays.

To return to the Cardinal Portal, click the Cardinal Portal link in the myCardinal Financials section of the
page.



}) The Cardinal Portal Layout i Cardinal Messages
/

Cardinal Messages

Begin Date Message

Tuesday, June 25th, 3:00 PM is the cutoff for agencies to submit Stop Payment requests to the Department of

g
Oorerzn1s Treasury in order to process in FY 2019 in Cardinal.

06/19/2019 Tuesday, June 25th is the last day to interface AP and EX uploads to Cardinal for FY 2019.

Wednesday, June 26th, 3:00 PM - AP and EX modules will be closed for accounting period 12, All FY2019 AP
“ouchers and Employee Expense transactions must be fully approved or deleted in Cardinal. Agencies must

06/19/2019 delete any of these transactions that are not fully approved, including those in Denied or Recycled status, by this
cutoff. Users should review the Cardinal queries listed in the Year-End Memo {page 5) to ensure transactions are
in the proper status by the deadline.

The Cardinal Messages section of the page contains important messages that display for things such as:

A System outages
A Upcoming Cardinal related training

A Important reminders and deadlines

14



/;) The Cardinal Portal Layout T Support
/

Cardinal Website
VITA Customer Care Center

Manage Your Account <—| Non-CQOV users only |
CAPP Manual

The Support section of the page contains links to commonly used pages and a Manage Your Account link
for Non-COV users.

A Cardinal Website: click this link to access the Cardinal website page which contains support and
reference materials.

A VITA Customer Care Center (VCCC): click this link to access the VITA Customer Care Center page
where you can enter help desk tickets for computer, phone, or Cardinal system issues and questions.

A Manage Your Account (Non-COV users only): COV users who click this link will see a message
indicating your account is managed by VITA. Non-COV users can use this link to update information
related to your Multi-Factor Authentication(MFA) options (i.e., change your mobile phone number for SMS
Authentication, change your Security Question).

A CAPP Manual: click this link to access the Department of Accounts (DOA) Commonwealth Accounting
Policies and Procedures (CAPP) Manual.

15



p/ Cardinal Security
/

Can | Share my Cardinal Password?

The security policies in place for the Commonwealth and for your agency must be followed. You are
responsible for all actions taken in Cardinal under your Cardinal Username and Password.

Never share your Password with anyone else.

16



@ Cardinal Security (continued)
/

Cardinal uses security roles to group tasks and assign users the level and type of access they need. Security

roles grant access to specific areas of Cardinal and determine what can and cannot be accessed. A security
role contains a collection of permissions that furth
can contain numerous permission lists. See an example on the next slide.

Users may have more than one security role. Security roles allow for segregation of duties, a common
security practice in financial accounting systems. This simply means that tasks and associated privileges for
specific business processes are split among multiple users as an internal control measure.

Supervisors work with Cardinal Security Officers to assign the security roles needed to conduct work in
Cardinal. | f the appropriate pages arenot displ ayed

17



@ Cardinal Security Profile Building Blocks
/

Let s | ook at an

Role
VOUCHER
PROCESSOR
[::::] JOURNAL
John PROCESSOR

example. This is John. Hi s User
Processor. Each role has permissions related to a set of pages.

Permission List

Pages

Voucher Express: Add/Update Display

!

{ VOUCHER CREATION )7

Voucher Accounting Entries: Update
Display

Voucher Maintenance: Update Display

VOUCHER MAINTENANCQ_

Voucher Build Error Detail: Update/Display

A N

Create/Update Journal Entries:
Add/Update Display

Create Standard Journals: Add/Update
Display

Jesge!

Review Journal Status: Update Display

SPREADSHEET JOURNAL E

Spreadsheet Journal Import: Update
Display

— \ NN

{ JOURNAL ENTRY )7

l

18



@ Cardinal Security Timeouts
/

As a security measure, Cardinal times out or terminates any session that is inactive for 30 minutes.
If a time out occurs, any work that was not saved will be lost.

Two minutes before a timeout, a warning message indicating the session is about to time out will appear.
Click OK for another 30 minutes of time. If your browser settings are set to open new windows in a tab
(rather than a new window), the warning message may not be seen. It may be covered by the window
displayed.

Cardinal shares login information between open windows. If there are multiple Internet Explorer windows
open and one of them times out due to inactivity, all Cardinal windows time out as well.

When you have a Cardinal session open, these practices will help you avoid being timed out:

Do not click on hyperlinks in email or Microsoft Word documents.

Avoid launching Internet Explorer shortcuts on your desktop.

Do not launch new windows with Control + N.

Do not launch new windows by navigating to File > New > Window.

Do not use I nternet Explorero6és tabbing feature whe

Too J>o T To Do

19



}) Lesson 1: Checkpoint
/s

Now is your opportunity to check your understanding of the course material.

Read the question on the next slide(s), select answer(s) and click Submit to see if you chose the correct
response.

20



How do | sign out of Cardinal?

O Click the Sign Out link
O Click the Esc button on your keyboard and click the OK button

O Enter your User ID

21



A single User ID can have more than one security role.

O True

O False

22



/;/ Lesson 1. Summary
/

‘ Cardinal Overview and Security

In this lesson, you learned:

A Cardinal is an Internet-based system with six functional areas (Accounts Payable, Accounts Receivable,
General Ledger, Procurement, Project Accounting, and Time & Attendance).

A Most Commonwealth agencies use three: Accounts Payable, Accounts Receivable - Funds Receipt,
and General Ledger.

A VDOT uses all six.
A Cardinal is comprised of two separate applications:

A Financials (FIN) i containing five functional areas (Accounts Payable, Accounts Receivable, General
Ledger, Procurement, and Project Accounting)

A Human Capital Management (HCM) i containing one functional area (Time & Attendance)

A To access the Cardinal applications, you must follow the process to obtain access to the Cardinal Portal.

23



}) Lesson 1. Summary (continued)
/

‘ Cardinal Overview and Security

A Enter my.cardinal.Virginia.gov in your internet browser (Chrome or Internet Explorer) to access the
Cardinal Login page.

A Security roles are assigned to your User ID and determine which tasks you can perform in Cardinal.

A Cardinal terminates any session that is inactive for 30 minutes.

24


my.cardinal.virginia.gov

}) Lesson 2: Introduction
Y4

‘ Cardinal Home Page and Navigation

This lesson covers the following topics:

A Menu Layout

A Navigation

25



s/ Menu Layout
/@ Menu Lay

Cardinal provides four types of menus to access pages and system functionality:
A Portlet

A Pagelet

A Drop-down menu

A Navigation pages

These menus show the same links and the same content, but in a different format. The information contained
in them is personalized based on assigned roles, so only the relevant pages appear in these menus.

26



}) Cardinal Portlet
/

The Cardinal Home page displays a menu on the right side of the screen called a Portlet.

A Portlet is a small, self-contained window within Cardinal that allows easy access to Cardinal reporting
functions and links to the two Cardinal applications: FIN (Financials) and HCM (Human Capital
Management). Use this window, to execute and retrieve the more commonly used Cardinal reports.

Home | worklist | AddtoFavorites | Sign out

/@ Cardina[ | Al ~ | Search # | Advanced Search

Favorites « | Main Menu -

Parsenalize Content | Layout ? Hzlp

4]
=3
4

Menu
» My Favorites
p myCardinal Financials

myCardinal Messages s o

Begin Date Message

» Employes Self-Service 05M9/2019 Tuesday, June 25th, 3:00 PM is the cutoff for agencies to submit Stop Payment requests to the Department of
» Manager Self-Service - Treasury in order to process in FY 2019 in Cardinal.

b Supplier Confracts

» Customers myCardinal Financials o B
» Customer Contracts ﬁ? Financials Report Execution ﬁ? Financials Report Retrieval ﬁf Financials Links

p liems

b Suppliers 1 AP Reports = FIM Report Managsr = cardinal HoM

» Procurement Contracts 3 AR Reports = FIM Process Monitor = Cardinal Portal

» Purchasi [ GL Reports

b FUrchasing [ PA Reports

» eProcurement 1 PR Reports

» Sernvices Procurement =] Financials Query-based Reporis

» Sourcing

» Project Costing
» Travel and Expenses
» Billing

» Accounts Receivable
» Accounts Fayable

» Banking

» Commitment Contral




,j The Pagelet Menu
/

The left-hand menu on the Home page is called a Pagelet menu. This menu is displayed only on the
Cardinal Home page.

Use the drop-down Main Menu or the navigation pages to navigate to specific Cardinal pages.

Home | worklist | AddtoFavorites | Sign out
-
)’) Ca rdl na[ | All - | Search | Advanced Search
Favorites « | Main Menu -
Parsenalize Content | Layout ? Hzlp
Menu [~ myCardinal Messages s o
Iy Favorites =
b Wyravorites Begin Date|Message
p myCardinal Financials
» Employee Self-Service 08Momoqg | Tuesday. June 25th, 3:00 PM is the cutoff for agencies to submit Stop Payment requests to the Department of
» Manager Self-Service - Treasury in order to process in FY 2019 in Cardinal.
» Supplier Contracts
» Customers myCardinal Financials T o
p Customner Confracts ﬁ Financials Report Execution K} Financials Report Retrieval ﬁ Financials Links
b ltems
» Suppliers C3 AP Reports =l FIN Report Manager =] Cardinal HCM
» Procurement Contracts 1 AR Reparts = FIN Process Monitor = Cardinal Portal
Purchasi [ GL Reports
b FUrchasing [ PA Reports
» eProcurement 1 PR Reports
» Sernvices Procurement =] Financials Query-based Reporis
b Sourcing
» Project Costing
» Travel and Expenses
» Billing
» Accounts Receivable
» Accounts Payable
» Banking
» Commitment Contral




;} Main Menu - Drop-Down
/

Access the Main Menu from any page in Cardinal. It is located in the top left section of the page. It consists of
a hierarchy of cascading folders that contain links to the items accessed in Cardinal.

To use the drop-down menu, click Main Menu and a list of general areas appears. Click on any item listed to
open a cascading menu that lists available options within that folder.

Homs | ‘Worklist | AddtoFavorites | Sign out

L]
J)’ Card] nal | Al ~ | search # | Advanced Search
Favorites ~ ‘ Main Menu -
- | Parsonalize Content | Layout ? Help
83 Accounts Payable | O Payments v =
Menu : 01 Reports , |28 o av
» My Eavorfies L1 Accounts Receivable o .
y myCardinal Fingl (1 Allocations Review Accounts Payab (B Reguiar Enty
» Employes Sei-§ (0 sanking 01 Vouchers B voucher Search bmit Stop Payment requests to the Department of
) Manager Salf-8g [ Billing N ‘aucher searc
» Supplier Contrag O intai b
) c Df 8  cardinal Interfaces * Maintain |
b Lusiomers o _ OBMIZ079 | Tuesday, June 25ih 1s he 1ast day to interface AP and EX uploads to Cardinal for FY 2019.
. Commitmant Control *
p Customer Contr.
p ltems 3 customer Contracts 4 _ ) )
» Suppliers N R Wednesday, June 26th, 3:00 PM - AP and EX modules will be closed for accounting period 12, All FY2019 AP
! Customers Vouchers and Employee Expense transactions must be fully approved or deleted in Cardinal. Agencies must delete
» Frocurement Coj ) Employee Seli-Service » 0B/19/2019 any of these transactions that are not fully approved, including those in Denied or Recycled status, by this cutoff.
» Purchasing ] Users should review the Cardinal queries listed in the Year-End Memo (page 8) to ensure transactions are in the
| Enterprise Components I ) i

I stat the g

29



/,) Navigation Pages
/

Double click any link on the Pagelet menu and the navigation pages appear. Each folder has a brief
description and a list contents.
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